Waleed Ahmed Butt

Cyber Security Engineer / Penetration Tester

= bu8.official@gmail.com ¢, +92 320 7901413 linkedin.com/in/thewaleedahmed & youtube.com/@00xWalid
& github.com/0OxWalid

E Summary

Goal-oriented Software Engineering graduate specializing in web, network, and API penetration testing. Active practitioner
preparing for the HackTheBox Certified Penetration Testing Specialist (CPTS) with extensive hands-on experience identifying
OWASP Top 10 web exploitation risks and business logic flaws. Experienced in automating security assessments and producing
technical Proof-of-Concept (PoC) reports to remediate infrastructure vulnerabilities.

B3 Work Experience

XO Cyber US Remote
Cybersecurity Intern January 2026 — July 2026
* Monitored enterprise security events using Microsoft Defender and Coro for real-time threat detection and network security

management.

« Conducted deep threat investigations, manual risk validation, and log analysis to mitigate network intrusions and behavioral

anomalies.

« Analyzed incoming email payloads, phishing vectors, and structural indicators using detailed Email Header Analysis.

« Delivered critical tasks on strict timelines, adopting a defensive analytical approach to remediate unexpected infrastructure
vulnerabilities.

<> Projects

Artifactory Security Engine (Practioner First Al Pentesting Framework) Available for Use and Further Improving
< Engineered an autonomous security testing engine built on Sovereign Blackboard Architecture (SBA) to run structured,
scope-enforced, and token-efficient vulnerability assessments.

« Built a parameterized tradecraft playbook pipeline (/artifactory) that automates surface mapping, OWASP/PortSwigger vector
testing, and dynamic fallback research for missing exploits.

* Create Testing Methodolgy from real world available Knowledge

» Best of all integrated with opencode so free Ai model can be used for pentesting
Source Code on Github

SIEM Integration & Security Monitoring Lab (Wazuh)
» Deployed and configured Wazuh SIEM within a local lab environment to aggregate, parse, and monitor security telemetry across

endpoint systems.

* Analyzed system logs, established alerting rules, and simulated threat detection techniques to sharpen real-time intrusion
monitoring capabilities.

CVEs Foresight (Threat Intelligence Dashboard)
« Engineered an Al-assisted dashboard utilizing LLM models to aggregate, parse, and analyze global CVE data feeds for proactive

threat intelligence.

* Integrated an analytical interface providing security analysts with operational summaries of emerging software vulnerabilities to
strengthen enterprise network defense.

Source Code on Github

Ssimate_CTsearcher (Information Gathering Automation)
» Developed a custom automation script leveraging the SSLMate API to streamline information gathering and reconnaissance.
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« Automated sub-domain extraction and certificate transparency log parsing to map out external network surfaces.

Script On Github

Capture the Flag (CTFs) & Foundational Exercises

« Active practitioner on PicoCTF, focusing on advanced technical scenarios, web exploitation, and API logic flaws.

« Performed deep security code reviews on source files in Python to map out and remediate backend logic vulnerabilities.

* Aim to deepens the Offensive and Defensive

« Documented step-by-step Proof-of-Concepts (PoCs), vulnerability impact assessments, and remediation strategies for web and

API flaws, mimicking real-world penetration testing reports.

J CONTENT CREATION

Technical Mentor & Open-Education Contributor

» Produce architectural walkthroughs and practical demonstrations breaking down OWASP Top 10 web vulnerabilities, attack logic,

and secure remediation techniques.

« Document complex security methodologies and backend business logic flaws to foster foundational knowledge and technical

upskilling within the community.

« Incorporate audience feedback and constructive technical criticism to continuously refine instructional accuracy and resilience.

< Authored clear technical guides and visual walkthroughs breaking down complex OWASP vulnerabilities to demonstrate strong

technical reporting and communication skills

& Technical Skills

& Web & API Pentesting & Vulnerability Assessment & Network Scanning & OWASP Top 10
& Security Tools

& BurpSuite & Nmap & Metasploit & SQLmap

o ffuf

E@ Certifications

CPTS (Certified Penetration Testing Specialist)
HacktheBox

Ethical Hacking Essentials
EC-Council

Cybersecurity Virtual Experience
Mastercard

= Education

(In Progress)

University of Gujrat
Guijrat, Pakistan « 2020 - 2024

A Languages

Bachelor of Software Engineering

English
Intermediate (6.5 IELTS Bands)
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